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Network traffic anomaly detection method based on multi-scale
convolution and channel attention mechanism
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Abstract: Considering the problems of traditional detection methods limited by weak model representation capabilities
and vulnerability to data class imbalance, a network traffic anomaly detection method integrating multi-scale convolution
and a channel attention mechanism was proposed. Firstly, a pyramid convolution module was designed to capture multi-
scale features, enhancing classification performance. Next, the channel attention mechanism strengthened responses to
abnormal traffic-sensitive features, improving discriminability and suppressing noise. Finally, an improved balanced loss
function adjusted class weight coefficients to mitigate data imbalance. Extensive experiments on the NSL-KDD and CIC-
IDS-2017 datasets demonstrate the proposed method’s effectiveness, which achieves high accuracy of 99.45% and
99.95% on the two datasets, respectively, with low false positive rates of only 0.50% and 0.02%.
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DoS GoldenEye 2307 1 986 ?ﬁ@@??ﬁ%@%ﬁﬁ%i%%m,ﬁiﬁﬁ
, PRt S A e S
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s AL HURE AT DA RERTH R i R, )R
BN AT AR Zra it R s, AT Tt
RN ACRE JT o B 500 B4R W 45 i 2 4
PEEATHARTEYE, AR ER T RAEA, b e A X
BRI RJFHEATAR A, R R U2
Fe e R R T A R I BUE T e R AT R AE T
FE, RPPMCEM L Ak 55 i 1 45 B BICRFAE HEAT S A i
f, X BUE A AR AT AR AE AL B — AR EE

4 ZWEERDR

AT H R AR AR ST VEAE P AN N AR A i
& FATHI B .
4.1 THEIERR

T Re S W R Rk AR B A ST R P RE AR
B, fHEHWERR (accuracy, ACC). FEHfIR (preci-
sion, PRE). 83 (recall, REC). iZiRZE (false
positive rate, FPR) 1 F1 73 4 5 /> #8545 % 452 14 4 g
BEAT VAL, IR dEARTHE 50

ACC=Tp 7 gig +FN 22)
PRE = TPE?FP 23)
RECZ:TPTFFN' @4)
FPR,=A?§$§%§E (25)

polgmee o

TR TR PG 7 S PR RE A0 TR, 3L
BALIRREL Y e H G ERATE . 7E 2R
itk R, FBATE (TP) 45 7 SE IR AW L

YEZ& 48, CPU NIntel(R) Xeon(R) Platinum 8352V 4t
2%, 32 GB T, NVIDIA GeForce RTX 5090Ti
GPU, [FIB}ffi 4215 5 Python3.10 FIVR B 2 2] HiE
28 PyTorch 2.1.2 R SEIATSC 7. AE YN ZRAII it
2 Hp ik I L4 A8 SBR[ R A Adam R AR 10
7, JEE ReLU fF Ay ek 2 By 1B AR AN W S5 S ok
FEWRAER R, BARWER3 s,

=3 BRESHRE
B 1t
ke 4 100
LR A% 1024
) E 0.000 1
Hetess Adam
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B T 0.000 01
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TSR SCOTTERAA B, ATE eI R
DU P B A 1E e L R A I It i 1) 70 2Rl
IRIOE; BE RRIRAHIFE - H IR B FEAE T3
PR T 25 € B — KRB R 2 1 2 0 R
WEo AR TAERE SREN 2R 24028,
S UE T ) e o A 2R ) A
431 R EER Lk

R TR BB R 22 T, RAENELL R
YeAZo0 0 BRI R RE 77, AU N0 KI5
E BT 77 v RS 1 6 o K A SC T ¥ ) S oAt
6 i A% G 1A KA 7 1k e I BB R T v 1R AT R B
BARIR 4 PR, ok BE R 1 RE

R 40, AR IEERAEE 4 EATES
TR PERE, AR ORI RS A AN 0] R S T
T, KURFEFRAC 7543, ARSI X D3k
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(& KRS IEAE AR B F A R & — %, FPRAUN

7 NSL-KDD ##i4E I, Ak L AR
fabr BT HAh o Bt Lh vk, HbuEmiER. A
[ AT F1 20 B85 99.47%, A& 15 N 99.48%, %
RFAN 0.10%. HEBRR L, LG Rk
IS G D B AP AT A, ARAE{E s H AR
FS ) A A ) o Mt 75 48 L O 9 3 S B AR ALE 4y
fi, SEAERNTU2R. R2L SRS 7 132 AL RE Hy
BEES; RIE AR AR B E I 2 S B A3 A A AR
CRf T MRS TN B, {H MHA-Res-PDC X LA $2
R AR 2 R RRE L, VAE-CWGAN [ 4§
TEFR IR PR TV JE i, ok A2 4 e 4EHRFAE (] i E
LRI R, BUEATE F1 3 5UUN 58.90%, b # B
HERIZRIA 98.95%, (HIRRE 1A 1.04%; B —IRE
2 YR R AR R AT FRAE SR AU 22 44, 1DCNN-BIL-
STM 17 {ERFAEFE HUAS 4 1HI (1) 17 8,  ST-CFA [ HF1E
o 5 B 76 W P A58 T S DL R B S D BURAHAE
TR . ALy iE I W F 2R R
RESEIL T i 2 RERHE M A HE i, s ahas
IATE R S0 B TR SRS, R T RRIEFRR A 2
BT R AMER, B S T RS B R AR R
AR R AT BE

£ CIC-IDS-2017 ##fm £5 I ) seig it — R,

0.07%, PRE 11k 99.95%, XM i1% ik EREAR
PR R b B e R . R L R R
filk T ASO opt CNN ik, HZEBEW N, T2
0.01%, FFARRA I g 7= Az 520

HASVER M A&, £ CIC-IDS-2017 # 4 4 L,
2B IS5 #7775 7E ACC. PRE. REC. FI1
I3 EE R EAR bR LTI E99% LA b 1X —
G2 KU B S R AR AR VG . SRR R 1 4
[P B e = 2 LS NV NN 7 SO S e 4 3
FEgih @i, AR T IX 2 BB ) Ny
fiEo [EIE,  BEAREHE 5 A AE — & BIAS P
{H % H B A0 NSL-KDD $i 42 Hp 58 2o 2o 2 51 1%
Ui B/ PRI L AT A ASE R B 8 5 g 7 4 i
Kl

P9 Hd 4 18 FPRvsF1 233 i 2823 79 1 (& 4 70
K 5 Fias . A7 15/ NSL-KDD F1 CIC-IDS-2017
B o b3y R R A PR R . SRR A IR R
WY, ASCHTIRAERAIE T F12r Boka e 4E 5 7F 99.40%
PLE, BshiEFEM0.15%, ik T 2 RNEERE&T
B4 T 3 i R AR ik o R SR R R 4 SR R A
IR AE 17, DAREIE T & AL X S U R AE
() B 3 A .

=4 AXFEZ T EILLER
Kk WAREA ACC PRE REC FPR F1 535
MFCP4 — 94.61% 95.06% — 94.83%
1DCNN-BIiLSTM" 93.17% 93.52% 94.55% 8.64% 94.03%
MSRC!M — 89.43% 87.05% — 88.22%
NSL-KDD VAE-CWGANB! 98.95% 98.95% 98.95% 1.04% 98.95%
ST-CFAP® 93.91% 96.08% 93.70% — 92.55%
MHA-Res-PDCP 80.82% 85.09% 57.20% — 58.90%
AT 99.47% 99.48% 99.47% 0.10% 99.47%
IDCNN-BIiLSTM"" 98.65% 97.21% 99.77% 3.07% 98.40%
FE-MTDM?¥ 99.59% 99.60% 99.59% 0.14% 99.49%
CSK-RF® 99.59% 98.04% 99.89% 0.49% 98.96%
CIC-IDS-2017 VAE-CWGANE! 99.92% 99.92% 99.92% 0.07% 99.92%
ASO opt CNN!™! 95.61% 95.92% 96.96% — —
MSAFE-ATD! 99.24% 99.17% 99.07% — 99.12%
ARILTTiE 99.95% 99.95% 99.95% 0.07% 99.95%
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HH S AT, ARSI A7ENSL-KDD £l 4 1)
THET %09 99.45%, ¥ 1 % N 99.43%, HRIFE N
99.45%, F153%50M99.41%, #FAN0.50%, F
1ESAMPERE TR AR L3R T Hofh 6 Floef b ik . AHAELT
o L6778, AR SCOTIEEHER R 32T T 0.31%~
16.93%, TEXE#IZE FIRTF T 0.11%~40.20%, f£H
B3R T T 0.95%~52.74%, FEF1 0¥ BRI T
0.54%~49.11%, fERRZE KT 53.27%~72.97%

X T CIC-IDS-2017 # i ££ 1M &, A X iEAE
FRFGIR AN 4T Re R bR EA AR, TR HER
KRR T 2.22%. AR EH KT
1.53%. TEF1 08 B KEETH T 1.05%, Xl
(13 TH X B2 1 100% 1 PE B8 F8 A5 ok i L& R A 2%
Gyo BARKE, ARLTTRMAESE. HFEFEAFL
Iy H3 15 51 99.95%, AHE T IRAR J7 % CFC-Net 4
SERTET 0.11%. 0.21% F10.12%; FHE T M i
T FE X T8 55 ) MSAFE-ATD J7 ¥ I 23 542 7+ 1
2.22%- 1.53% F11.05%, FATFE T AL TTEER
PEREIE UL N IIALRE /). ICE TR, AHER
RN 0.02%, FHELT CFC-Net B#1i T 83.33%,
FHELT VAE-CWGAN [#1IK 1 89.47%, s/ 3eilE 1 3
TES 250 B IR HEY KB ) 5 i & k.

PN B 1) 22 23 TR L IR 20l an Pl 7 AL 8
Fiw, BRZHPEAPEF DI, TRIMAGEE
LT EHX ML, By RMRR R, Hd, “0”
RFEFRE, “17 RFTHEMW L, “27 REIE

YRS Mo, “37 MR 2R, “4” AR
WRER AL ET . R TH, R0 AR B
AR O F AR, X 2R B A AE R 55 25 0
1 e P A A CT R B RN IR s NP S 2 6
it 2850 1 B —EHRRRFIGEI, (E5F 481
PEA B A TN, 0 WA ARt 5030 1 8 #4820 R AL
BEME A RCHI . ORI 2, JIFRA R
HARRA R I TG DL, T 7 RR AR AT R
B2 REAIS BIREFT. 280 3 AN 4 BTG 45 2R
PR 5 SERACSR W 7710, )5 2 R B X 1 3 i
B S IMAR AR NG E . BRI S
BERAE 2 A0 ERRILH T R 4F iR A, R
F D OACIRTH T . MK S, REF BRI
VEREAT 7R ERARTE . K0 R A B E KD,
PR TR 7 Ak SIS 531 O 5 A N PR SR 1 A 1
BB TR KT o S50 1R 1R 15 B th 42 1l 7E
BARAK T, RWIBEAL S S 1 IR AL 22 3] B IR
ANFHER . A 2 FEA K IE R N AR 2, /2R
RZRR) LRI . B I 3 A [ 16 Tl
WEARR D, BEETMHEEHA —ElE. ¥
R, BRI R 2 B BRI 755 1R
BIRETT, IEBRFIM BRI I, R REEAG,
WY & 2 R G 5B IE = U] 2ot
P48 % o B A SRS IS T R A AL BB A K
AL BEAS R S % R E AR A, AR R R
AL 55 R S AR 5 (0 S A PR AT T S

=5 AU FEZTLEIFELER
At gk Jiik ACC PRE REC FPR F1 534
KD-TCNNE” 98.44% 98.60% 98.47% — 98.51%
CSK-RF® 99.14% 94.03% 98.70% — 96.31%
DWGE-IDS"! 85.05% 70.92% 65.11% — 66.67%
NSL-KDD IDCNN-BIiLSTMP" 97.39% 98.32% 94.55% 1.85% 95.88%
VAE-CWGANB! 98.91% 98.91% 98.91% 1.07% 98.91%
ST-CFAP® 85.38% 89.74% 76.52% — 83.04%
ATk 99.45% 99.43% 99.45% 0.50% 99.41%
KD-TCNNE7! 99.44% 99.48% 99.47% — 99.46%
CSK-RF? 99.77% 99.83% 99.77% — 99.78%
VAE-CWGANB! 99.79% 99.79% 99.79% 0.19% 99.79%
CIC-IDS-2017 DCGCAN et 99.60% 99.60% 99.60% — 99.60%
MSAFE-ATDE®! 97.78% 97.78% 98.44% — 98.91%
CFC-Net?®? 99.84% 99.97% 99.74% 0.12% 99.83%
AT 99.95% 99.95% 99.95% 0.02% 99.95%
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FEAA (1,3, 7I4HE I F1 73 5053 0 1% 42 83.48%. 84.61% Al
N ; . . . 30 000 85.17%, A Al R EIE T 99.59%, Rk KK m T
1.88%. %I T UEM, [1,3, SHERIER 2K
om e e B0 R R, R T PyConv 4 %
% 20 000 JRBEE” Bt b 52,
£ 0 o 15000 £6  STESTERTHRENGLS
HRGAE F1 435 REC FPR
‘N ' ’ ’ ’ 10000 [1,3,7] 85.17% 99.59% 1.88%
15000 [1,5,7] 83.48% 99.43% 2.14%
4 S 2 2 g [3,5,7] 84.61% 99.09% 1.92%
> i 3 3 i -0 [1,3,5] 87.57% 99.95% 1.54%
ST
87 NSL-KDD ##E4E 1 2 73 FS IR 4.4.2 EE A GG R
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% YERFEGH, (NEEHZREGREREEZE; M
ﬁ 2 o o ° -40 000 BEBIEPESY= WA BliD I o o e a2 MY LUK RS oo U e 7Y o B B i B
0000 BE; N AER ST Transformer 2244, FHEF
- o ) : 121 HIL B O R IRAERE R AdiE
; i ; ; 0 52y = L A, sEE8AK IH R A CIC-IDS-
Fs 2017 HHE 4 AN T AR IE W FE AR 5K
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44 STEELIGSERSH

N T AR SR (3 B AT B AE , AR SCHEAT
TS SIS T S ISR RT B LS
SRR B ML % b S
4.4.1 EFHEELERTHRRER

NEIE 2 RE &R b ik &SR RSN
1. 3MSHAMEGEMES RRE, HHEHRZRST
PR S MR ARE I VSR 8, BEih T DYk =
Ebsct: M. 3. 5H1 73X 4 Rk B FR A% R~ e
AR — R R4 AT LA A, BRI A =R
REC. F1 70 # iR % 048465, £ CIC-IDS-
2017 H s A2 AR A B ks 7 4 30 TE A R B U R
~FEH A A I BE o

SIS A R 6 i, ASCRABI, 3, SI4HE
KIEAM, F10H0EL 87.57%, ARSI AR I N
99.95%, R FALN 1.54%; [1,5,7]- [3, 5, 7]

BRIk R AR i AN AT ) — 0 AR S5 SESR A SR
RPN, WIEEE B FL 0 HUR 3 T2
ERE AR EERE R, FR R R =T
A& REAEY], £ TR R WAL S,
SRR L 15 A A I AT L TR R T ¢
JE SRR AR 23 1AV 3 IR SO R TR IRIAE T R 4%
L EE R R PR A B A T A R SR
MWIEE CER T, MRS, SRR
RIS [B) SRR AT B SIE,  PTRE 1 AR S -7 it
AT BB RAE A F1 o ASSCEIE R TR REX:
B, SERL T AU oA G AR 2RI

x®7 EB NIRRT L SR 45

T F1 704 REC FPR
TEEN 87.34% 99.4% 0.36%
M=l 87.03% 99.4% 0.37%
IREERT 86.36% 99.4% 0.40%
WIEER ) 91.81% 99.6% 0.22%




.196. jﬁ ,f

hallis

B

{18 47 %

45 HAMKWSZERSM

TEH T SO0 EMER S, RS TERE
R AZ Co 2B A B DT RFEE, I B T 12 5 S HE 42 1) 0 2
PES RIS, ARSCRMIEE T 4 205 EESRIR 284

1) B (LR —EEHES 2%
B2, BN AL,

2) BVERE IR N2 RZEEREE,
[ZSEBERE = AL K

3) 2 REHA . FRmE = I, #
Bk 2 OB PR SR U .

4) SERY . A 2 R GRS W iE
BEIINLHIAA, RS HE .

SEG SR 4 2 =08 SRR, AT RS L
TR R 2R AT, I s T 4 SR (VA 2 4
FREME . ZBTHEE R — R RN, RS
PRI RE 22 SO0 B AR PRI 08 T 5. T s 5
SRR S RN, SERMMTERTA R s LRI
A, ERR. F1LE. RSHR A A B R ik 3
99.95%, IR FILE 0.07%, W E 0T HAbEA,
TIE SE T A2 20 A4 W R4 P A Rt

<8 THRRSEIOZER
T ACC  F15¥ PRE REC FPR
Heife 99.91%  99.91%  99.92%  99.90%  0.15%
TR 99.89%  99.89%  99.88%  99.90%  0.14%
TZRE  99.92%  99.92%  9991%  99.91%  0.13%
Pt 99.95%  99.95%  99.95%  99.95%  0.07%

SERB AR T A MERE AL, fEFT A TR bR L RIET
A 99.95%, 15 T PyConv 5 SEBlock ) i /] 1
o HAKZE 0.07% (I FPR, AV g HAb AR ) —2F,
KIEIRD T ARRAT RIS GERA,  1E 52 PR RN 2% 4 4
R R N ANE . ST TEE S S A R R
B, FEBRIEE MRS, PRE FPE%99.88%, FPR
IR 22 0.14% . 1X 3R B3 = IR B G FPR 24035
AR, (HReRERTRERZ, 8L RHE E bR E o8
B o B M R AR R B e FT . AN, Pl Bk
RIS S ECRARRE R R, RBLHAE
B o B AN A BRCER A o T 22 ROBE 5 ik v A 1R 56
tb, £ REMA REC 2T+ 2 99.91%, FPR [#1K
%0.13%. PyConvifid 2 ]REEFFAESEEL, 3G5% 11
RO e B U E B, ERR R DU B8 70 1 [F)

B B AR R AR AU o {H B B PyConv T8 324 £ 58
BRI FEBCR, R R SH AR A R
RAE B KR RE
4.6 BSHILUSERSH

HNT BRI RS HECE, o
ANFESHRm, $aR AR E R, ARG TR

SR T S EUBUBE S IG FE S B2 .
4.6.1 BEHRM T

N T B IE B AR Y A R s U R ST EU
B RE, HIUERZESHE BgUREEY, A
K RS S I B TPl SRR R ) s . 1
B4R S RO AT BUBRME 0, B S B
B 4N K . % 3% (learning rate, LR) 1%
BN 1x107, 3x107* A1 1x107%;  #it K /v (batch
size, BS) % & N 256. 1024 12 048; L HE FH
(weight decay, WD) # & A 0. 1x107 fl 1x107;
EQLv2 #1 2 L # (EQL weight, EW) # ® 75 0.3,
0.510.7,

S SR F 5 AR AT RGN . RIS
=N, RIFHMSEOVBIME, B2
B EAEN— PRS0, FR12 505, R4 sk
36K FH FLHT A8 SRR R4l T S8, STyl SR
BIIFid sk 8 WPk Redbr . LR 25 AR 9 o, R
HEAFRSHAE TR EGe, #E
. F1 80N A Bl 2585 1 99.95%~99.96%, 1Rk
FAKE 0.04%~0.08%, I H 6 S HAR LI 50 S
P BAMCRE, 4% 21 F LR &M 5 0.000 3. #t
K/ANBS 256 1f, RIRF AL

B L 5] AP IR EAG B e, el 1
PERE 586 B2 R HLH A 2R OCHE . 29 EW M 0.3 15 &
0.5 I, [ B 22 K S 100 1) 2080 58 1 a3 ik 28 AN
0.06% F% %2 0.05%, EFIIE T EQLv2 Xt 22 B hh £ (1)
AR 1 B B S 28R 2 T 99.96%
UEBH EW 34 K5 D SR bh FE AR B i o 1 o, AR
DUAS AEF PR AR A T AR SS RRAE s 4 BEW HE— 203
2070, AR I A BRI, R R
AR R ERES, S PWE T LRI T M. S
W4 5 EQLV2 # fE R B A B IR B A&
NERSHE S IR AE T H B O S A

gk BRI, HER/NKHR IR R fy 3,
EW EME—ReFR IR IRIRE S8 BT MRS %k
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R APERSE < T 22 RS A AR R I T T L] 0 P 8 i e o e 0 v <197 -
=9 RIS SRS
SRR LR BS WD EW ACC F1 3% PRE REC FPR
LR=1x10"* 0.000 1 1024 0.000 01 0.5 99.96% 99.96% 99.96% 99.96% 0.05%
LR=3x10" 0.000 3 1024 0.000 01 0.5 99.96% 99.96% 99.96% 99.96% 0.06%
LR=1x107 0.001 1024 0.000 01 0.5 99.95% 99.95% 99.95% 99.95% 0.08%
BS=256 0.000 3 256 0.000 01 0.5 99.96% 99.96% 99.96% 99.96% 0.04%
BS=1 024 0.000 3 1024 0.000 01 0.5 99.96% 99.96% 99.96% 99.96% 0.05%
BS=2 048 0.000 3 2048 0.000 01 0.5 99.96% 99.96% 99.96% 99.96% 0.06%
WD=0 0.000 3 1024 0 0.5 99.95% 99.95% 99.95% 99.95% 0.06%
WD=1x10"  0.000 3 1024 0.000 01 0.5 99.96% 99.96% 99.96% 99.96% 0.07%
WD=1x10"  0.000 3 1024 0.000 1 0.5 99.96% 99.96% 99.96% 99.96% 0.07%
EW=0.3 0.000 3 1024 0.000 01 0.3 99.96% 99.96% 99.96% 99.96% 0.06%
EW=0.5 0.000 3 1024 0.000 01 0.5 99.96% 99.96% 99.96% 99.96% 0.05%
EW=0.7 0.000 3 1024 0.000 01 0.7 99.96% 99.96% 99.96% 99.96% 0.05%

EW=0.5 [/ FiC & , 7 S I 99.96%F1 7 % .
0.05%FPR IR . 7ESLPBREEF, 24K
Al 3% ] BS=256 il EW=0.7 DL 3R B K ()R ] %,
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PFHEBIHR, Z AT NEREIEAF T35 T
PRAL TR B Pt T SEUR K o
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FEM SR E R R, AEEER
B WIEFE IR pAINBRELA R ELy 2R m
B Re ) s R R . A B R R e AR
F 4R AE 7] (A7 B AL B2, nT R s AR A
YL EERMRE. BEER DR T IHE
H TR FE AN [ 38 T 4 5 PR AN L, e O AR DG
PE, R OCHEEESFE . A S Ry STTER
5 A SR R AE A AT B, 3 — D SRR Y
kS e 77

NIGIE IR RECVER REE, B s BTy 539
E0~1 BUff, J7E CIC-IDS2017 ¥ 5 T J =
WA = 258, ARSI E T FL
FEEN. GEE RN KA A, B .
BATy BUEAR AL, BEATEIZ AR I FL A S 0
HH BT ERES . HRTRREMEREZS
A, Mu MNOTFFIEIEINE 03 B, F1 48
99.93% T P& % 99.92%; “uN0.5F0.70F, F14r
BRI T4 99.94%; HuikE| 1.0K, F1E LV
£99.92%. [FTEIraRosiEER 8 28 p, HAE

MO 3G E] 0.3 F1 0.5 HF, F1 43 B - REAE 99.94%,
Je S A U 3G KA BT R . = M ZRomm
BRI E R By, AR BUA T F1 o B4 1 70
99.94%, TEHUE N 1.0 BF B 22 99.92%. Ak KE ,
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